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Thanks Lorenz

Wle will use this time to look through the data you have taken. We will reach out to you shortly.

Thank you for giving us an extra week. This means the time ends on 15th December now? The portal is still showing only 1 day left!

image.png

vle are discussing internally about how to reach an agreement with you, but the figure you've asked for is impossible for us.

while I'm working with my boss, can you give us some information about how you got into our network?
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chat: *************1 38292

[Chat started] @

2 133217 UTC

Hello, do you have my data? 6’

24122022 1333:50 UTC

e Hiyes
24122022 134953 UTC

e Your servers have been blocked. We also downloaded 178 GB of critical information in advance, which we will process and distribute to your customers

and competitors if you don't comply with our conditions. The amount of your payout is $150...000 in BTC.
24122022 13:50:30 UTC

Can you provide a list of the data or a sample @

24122022 13:50:38 UTC

e Sure, wait pls
24122022 13:5046 UTC

e Stay in chat, we will send you the file tree soon...
24122022 135315 UTC

o

24122022 135448 UTC

Is the amount $150,000 dollars? t’

24122022 135742 UTC

Apart from the files we downloaded, the rest of your files are encrypted if you haven't figured it out yet.Wait for us.
24122022 13:5807 UTC

$150,000, Yes.

24122022 13:59:06 UTC

Please send me the file tree. @

2 140208 UTC

o0

You can also use the test unlocker of any one file to make sure that you can get your data back.
24122022 140212 UTC

Okay, wait, you will get file tree.
24122022 140232 UTC

Hi are you there? @

24122022 143020 UTC

o0

Yes, Wait a little more.
24122022 143714 UTC

o
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e http://lockbitfile2tcudkcqqt2ve6btssyvqwlizbpv5vz337Isimhff2uad.onion/r/v1UfFEGUTG#IRNh78aAu+Nu+Cs1JZTbKNhPItLy YpVoEst)J878owc=
24122022 144428 UTC
e This is not all the data that we have on hand.Among them there is a lot of confidential data.
24122022 144557 UTC
That is what my boss wants to know. Can you please provide a sample or listing of that data. E’
24122022 14:47:19 UTC £
a We've already exposed some of your data, what else do you need?
24122022 145004 UTC
Have you already exposed our data? What site? @
24122022 14:52:46 UTC
I just want to show my boss why we need to pay. /i:’
24122022 145516 UTC 2
e No. we didn't do that.
24122022 14:55:17 UTC
e http://lockbitfile2tcudkcqqt2ve6btssyvqwlizbpv5vz337Isimhff2uad.onion/r/v1UfFEBUTG#IRNh78aAu+Nu+Cs1JZTbKNhPItLyYpVoEst))878owc=
24122022 145902 UTC
e http://lockbitfile2tcudkcqqt2ve6btssyvqwlizbpv5vz337Isimhff2uad.onion/r/v1UfFEBUTG#IRNh78aAu+Nu+Cs1JZTbKNhPItLyYpVoEst))878owc=
24122022 14:59:02 UTC
e open the link, there’s a list of your files, it's not a complete list
24122022 145945 UTC
e after payment, all your data will be deleted from our server
24122022 150307 UTC
Sorry my connection dropped. | will look now. @
e .
24122022 151549 UTC
We will need time. It is a big holiday here in the US. ’i:’
24122022 151631 UTC v
Can you share at least one confidential data file please. @
24122022 15:1800 UTC

Wait a little while. Selecting a file
24122022 153240 UTC

File: [Screenshot_2.png]
24122022 15:5429 UTC
We did not have much time to study your documents in depth. We are sending you a screenshot of the scanned documents, which also contain

confidential information.
24122022 15:5442 UTC

And this is just one of the many folders
24122022 15:5525 UTC

You can also use the test decryptor to decrypt one of the files. This way you can make sure that you get a fully working server after the payment.
24122022 15:5722 UTC

You are also warned that you have 7 days to settle this issue. We will post your files on December 31st. --On shady forums where they can be used by

hackers, carders, bank specialists, technology spies, and other specialists. -Send them to all your contacts, customers and partners. After that, in our
experience, the business comes to an end and multimillion dollar lawsuits from affected employees, customers and competitors begin. --Competitors.
They will be able to find a lot of the information they need from your files. -Controlling government agencies. We doubt you have perfect accounting

and record keeping. We look forward to a timely and correct decision on your part.
24122022 164758 UTC

PO OPO

e BTC Wallet 14mwyF23z3NMaWumKcP6P2yEeiZsjFpS7)

24122022 182913 UTC

Thank you. We will work on this. /{-\’

24122022 21:4854 UTC
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a 4 days left.
26122022 22:1921 UTC

e 1 day left
29122022 141900 UTC

Hello! We are working hard to meet your demands. We need more time. We are trying to setup the wallet an transfer the money. As a professional, @

you know this takes time and the banks are slow around the holidays. Also, can you please reduce the price a little. We don't have that kind of money.

524 UTC

ouTC

e Hello.
30122022 122423 UTC

e We believe that your business is insured against such situations, and we also don't believe that you can make a BTC wallet for 1.5 weeks and transfer

money to it. Further delay will only increase the cost. As for how we got into the system, of course we can tell you, but for a separate fee of $10,000.
30122022 13:04:15 UTC

Will you tell us how you got in so we can fix the systems? @

Hello, we do not have insurance and Bitcoin will not allow a transfer that large for a new wallet. We are doing all we can.

02 UTC

e We don't see any problems in replenishing the BTC wallet.If you delay the solution of this issue, the price will increase.
30122022 15:46:18 UTC

e We advise to use non-custodial crypto wallets

30122022 195444 UTC

We are working on it. @
03012 1254 UTC

e We understand that it was a great holiday in the USA. however, we have been doing this business for a long time and cannot give you much time to
solve this problem. Another 2 days, and the price will increase by 50k.

03.01.2023 00:3447 UTC
Thank you. We are working as fast as we can. ‘&;’
Hi, did you call our office? Someone keeps calling? @
03.01.2023 213642 UTC
| want to confirm you are now giving us until Jan 15 for 200k. Is that correct? @
03.01 3 21:4433 UTC

e Hi.
03.01.2023 214845 UTC

Hi, did you call our office? @

03 5201 UTC /

e Yes, we call your office.

03.01.2023 21:52:16 UTC

| want to confirm you are now giving us until Jan 15 for 200k. Is that correct? @

utc

We called to show you our capabilities. The price of 200k will be in 2 days and will only grow with 50k every extra week .
03.01.2023 21:5522 UTC

o

Now the price is $200.000.

05.01.2023 174842 UTC

Hi, You told us you would give us till Jan 15 for 200K. Someone called us today and said the price is now $350.000.00. Why has the price changed? @
07.01.2023 22:41:15 UTC -

e Hello. We told you that on January 15 our decryptor will stop working and your servers will remain encrypted forever. We didn’t promise you anything

about a price increase. Your employees made a mistake - the price is not 350.000 but 250.000 and will increase every two days. The next increase of

50,000 will be January 9. This is payment for your slowness. And on January 15 we will begin to publish your confidential information on the shadow

forums, as well as send it to your clients, competitors and regulatory agencies in the United States. For now, the solution to the problem is entirely in

your hands.
08.01.2023 0321:56 UTC

08012023 03:21:56 UTC

http://lockbitapt2d73kribewgv27tquljgxr33xbwwsp6rkyieto7u4ncead.onion/post/mdmHYFTbYU30SJ4P63bd7fb7214ee

10012023 150418 UTC

o0

Your negotiator obviously already got the operating money to solve this situation, but since now there is a slight upward trend in BTC - apparently he
wants to make a little more money on this growth. No need to play with us. You have a deadline of January 15. Then we publish and send your data

everywhere we can (and we can do a lot). Change the recovery, or pay the final price of $250,000 by January 15.
10.01.2023 190723 UTC
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19.01 - 16.01-n "2 N0 'WIN'N .1 - 220123

.19.01-16.01 N191D WININ N72D

Specific Sector Victim Date (est.) Data Main Location
Group Leak
Outdoor and winter Elevate Outdoor Collective 14/01/2023 Sample *International*
sports brands Leaked
Manufacture of Air Comm Corporation 12/01/2023 Not United States
components for the Leaked
aeronautical and
aerospace sector
Plastic products FUYU 12/01/2023 Not Singapore
Leaked
Practice management NextGen 17/01/2023 Sample United States
systems to the healthcare Leaked
industry
Fresh and fresh-cut fruits | Fresh Del Monte 18/01/2023 Sample *International*
and vegetables Leaked
Medical supplies Pharmacare 18/01/2023 | Sample United
company Leaked Kingdom
Association of lawyers New York City Bar 13/01/2023 Sample United States
Leaked
Commercial construction | RC Stevens 16/01/2023 Leaked United States
services
Charered accountants Lloyd Dowson 12/01/2023 | Sample United
and business advisors Leaked Kingdom
Landscape designers Muller 12/01/2023 | Sample Germany
Leaked
Food and beverage Lidestri 12/01/2023 Sample United States
manufacturing Leaked
Beauty products Nuxe Paris 12/01/2023 | Sample | *International*
Leaked
Sieving and filtration Russell 12/01/2023 | Sample | *International*
equipment Leaked
Fiberglass piping systems | Versteden 12/01/2023 | Sample Netherlands
Leaked
Electrical equipment Fujikura 13/01/2023 Sample *International*
manufacturing Leaked
Private school Matrix Global Schools 14/01/2023 Not Malaysia
Leaked
Shipping services Fullfilment Matters 16/01/2023 Not United
Leaked Kingdom
Clothing and footwear Al Abdul Karim 16/01/2023 | Sample Saudi Arabia
stores Leaked
Cleaning products Politriz 16/01/2023 Not Brazil
Leaked
Automobile and touring | ATCUAE 16/01/2023 Not United Arab
club Leaked Emirates
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Professional marine Melody Shipping Agency 16/01/2023 | Sample Turkey
services Leaked
Manufacturing of medical | Duomed 18/01/2023 | Sample | *International*
equipment Leaked
Volvo car dealer Volvo Ton Van Kuyk 18/01/2023 Not Netherlands
Leaked
Press die components Dayton 11/01/2022 Not *International*
leaked
Car dealer Arnold Clark 11/01/2022 Not United
leaked Kingdom
Pump systems Ruhrpumpen 12/01/2023 | Sample | *International*
Leaked
Law firm LVCD 12/01/2023 Sample United States
Leaked
Flooring products T&A Supply 12/01/2023 | Sample United States
Leaked
Vehicle dismantlingand | Hills 14/01/2023 Leaked United
recycling Kingdom
Seafood store Samuels and son seafood 14/01/2023 Not United States
Leaked
University University of Applied Sciences 14/01/2023 Not Germany
Leaked
Trade of car parts and Auto Delta 16/01/2023 Partly Portugal
accessories Leaked
Private day school Carinya Christian School 17/01/2023 Partly Australia
Leaked
Trade consulting and Livingston 17/01/2023 | Sample | *International*
management Leaked
Law firm Kazarosian Costello 18/01/2023 Not United States
Leaked
College Central Texas College 14/01/2023 Leaked United States
Building materials store | Timco 14/01/2023 Leaked United
Kingdom
University University of Duisburg-Essen 16/01/2023 Leaked Germany
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